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wesume’ of Flans for Cryptographic Communiocations of F3IB London

le The following is a resume' oi the plans for crypto raphioc
comnunications for F3IB Londone. %he problem involves tso omleyories
of traffic; one for the handling of [ | administrative office;
the H>tior for the handling »f broadcast meterial.

#e lhere 1s a roquireansnt tor the sncipherment of an
estimated 1000 groups psr week of classifisd adninistrative
traffice This traffic is to be transmitted betwesn :ashin_ ton
and London. ihe cryptosraghic system to e used will be tue
one~time pade Tho personncl to ogerats tns system will Le the
Amerioan personn:l now zssisned to| | adainistrative
office.

Bs There may bLe another rsquiremsnt ior tae e:rcipherment
of approximately 8000 - roupgs of uroadcust materisl per day.
ihis tratfic orijinates at vycrus or Caversham, is trunsaitted
to Londor in tae clear via -Sritish cable end is then to ue
encipnered and transmitised via radio teletype to r-asihii tons
ihe oryptograpnic system to ve used is the soramiled tslutype
tape nuthod known &s & 315107 systeme lhe sSritish teletpe
personnel presently assi uwd to the transmission of Filc
traffic will operats these crypto devices. It is intended
tnaet addition 1 personnel will be assigned to tne Londown
office by FiIL as necessary to assist with the inorsase in
worke

CHLIINICATIONS DFFICHR RESPILAILILINY

Ze An order to reduce adnisistraiive detzil and exira correse
sondenge in so lar w8 tus offic. chiefl is coneernsd and in order that
a aore porsonul responsivility .or re istered mat.riuls msy be fixed,
orie ofl the persons actually udoin; wu: erypto aork saould ve desipnated
a8 tiae communications officere Inis person ausl be an americuu. Lhis
person will be dJdirectly rosponsiols Lo tiw vommunications Yivision for
all cryptog repalc auiorials issucc to Folié in London, for subnittin.

& pusvsr of required reports, and {or complylng with oryptograpnic
procedures as set forth in cryployraphic proceiure docunsuts suy;lied
to saea oflices A cryptogsrayiic correspondencs channel cstween ths
vommunications ~ivision and the comnunications officsr will e
oataslisnede 1ul8 corres ondence will be mairtninsd ir a sepurunte
ile to wuiien ouly the cowauciecstisng officsr und tns office cualef
NGEVe ue0o8s.

Je¢ It is recommended inat appolintl siss torbes to5 this
Job initiaelly, since sue is onse o. wie Iipst p.rsons to e given

crjptographic training. -hen tue bna?t%*t@r{ag 91‘1 o1 tihe projsct
| 200 gpofey
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gots under way, it will be necessary that another person more closely
connected with the transmission of the broadocast material be appointed
48 communioations officer. It is suggeated taat an american teletype
operator be assigned to work witn the Sritish teletype operators and
that the American be :iven this communiocations officer responsibility.
Wiss Forbes would continue to do the cipher work for the administrative
traffio but the American teletype operator would have over-all respon-
8ioility to the Communications vivision on eryptographic matters.

TRAINING OF PERSONG L

4. Lt least two americens in the administrative of{ice should
be thoroug:ly truined in the operation of cryptographic systems f{or
the handling of administrative treifie, and in addition, the chief of
FBIB London should be briefed in the oryptogruphic proc:dures for both
types of traffic. This will assure the continuance of communiocations
despite illnesses and leuvss on ths part of comnunications psrsonnel.

be \1: at present being truined in the vommunications
Uivieion oryptoyraphic sohool. iiis training will include uoth tne
one~time pad system snd tne ong-time tape system. ‘nis training is
siven with the iiea that he will be able to essist witn the training
of London personnel in the initial stagess Le will also bs able to
perform oryptographic duties in the event of the illness or leave of
of regularly assigned orypto personnel.

6+ 080 Fersonnel in London will brief in| |
[::::::]in orypto systems and tneir applicatioms will do
all of the cryptographic work ror tne administrative traffic of the

London FBIB office. Cryptograpnic material and instructional documents
for this truining to be conductsd in London are veing prepared and
will ve forwarded to tae 230 London office wihen completed.

7« Jtner 030 personnsl will conduct the one=time tape training
of the teletype operators who will be handling the brosdoast material.
“ryptographic materials and instructional documents for the conducting
of tais truining will VLe prepured and will be forwarded to the 05U
London office at the appropriate time.

CRYFIOGRAFIIC CLLAAANCSS FOR wi. Xlwakt PoRSOEHEL

8¢ CIA requires that all personncli assi;ned to eryptographic
duties be ;ranted oryptograghic clearances similar to those reaguirad
OV tine «rmy and the Kavy. Io date,
[iifff]are the only persons who nav . re
autinorized to nave aocess to the eryptograpnic material that is being
supplied for the administrative traffic. No other psrsounel in the
Filk London office are authorized to nave access to any ol the erypto=

grapnic materials forwarded to wondon for use in conjunction wit. the
~dministrative traffic.
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CRYPTOGRAFLIC CLEARSNCES FUR #xITiSh PRESON&-L

S+ FBIS will subamit the uames of the Sritish telstype opsrators
to the “ommunications Division who #ill contset the proper vritish
autihorities to obta ' ivalent of a cryptographic clearance
for these personse. Tnlhﬁﬂﬂrshould suomit their names us soon as 25X1
possible.

COVE hOOM FOR ALMINISTHATIV  IRAFPIC

10. The oryptographic .ork for .dministrative traffic must
be performed in a locked room and under sucn conditions taat ihe work
cannot be observed tirou h windows, ;lass doors etce IT nLeCOs8ary,
blirnds snould be drawne ‘hen ihe cryptograyhic materials urs uot
beiny useu, they will be pliced in & three-way comuination saie to
whici only personnsl iioldin, c¢ryptopraphic clear nces will have access.

CiDi ridM 108 3RInUCAST saTBiial

lle The emciphorment of broadcast materials oy means of SI1uT)T
will require & crypto room s¢yarated from tae regular telsiyre room.
inis room sihould be of sturdy construction, preferably with masonry walls
with & heavy wooden or steel door fitted with a tuiree-way comvina=-
tion locke &4ll windows should be protsoted by grille wnd covered
with curtuins. ihe room should ve provided witn a taree~wsy comoina=-
tion safe of “wmsrican manuiucturs or ejulvalint to ve used for storing
eryptographic nateriule. lersouncl, olner itaun taose aseigned to
crypto; raphic duties, #ill be .xciuded Irom tais roome

Eldib e 51 sl dalN% TWants

12. Communications .ivision «+i1l1l supply two complste sets of
515097 equipment to the London offices The Depurtuent of State has
beer asked to autnorize its London teletype techniciun to assist in
the initial instullation su. w0 irain the sritish telstype muintenance
personnsl assigned to Fild in (he usintenance of teletype ucuipm nte
ine Uspertment of Jtuts ilu.lcated verLally viat such wu sutuorization
would be grantwed provided tue London .1bassy tecanician is not
transtferred irom Loudon prior to thw installstion of the gqulgnent.
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